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EAAHNIKH AHMOKPATIA

S ==  APXH AIATOAAIZHT TOY

AZ A - AIOPPHTOY TON ENIKOINQNION

Work so far

m EupwTtraikég ETSI/TC LI cuvavThoeig yia TTEpICOOTEPO ATTO 12
MAVEG Kal oulTNon ME Ta NEAN

m [lepioocdTEPOI ATTO 75 PHEAN ATTO TTAPOXOUG, KUBEPVNTIKOUG Kl
ETAIPEIEC KATAOKEUNG
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ETSIWI - DTR/LI-00044 ToC

Scope
Inventory of LI/DR assets
Security threats and attack scenarios

Security measures

—— Personnel security

—— Incident Handling

—— Physical and Environmental security
—— Media Handling

Access Control policy

R i — |

onfidentiality (stored data/ transmitted data)
— llntegrity (system software/stored data/ transmitted data) |

—— Non-repudiation

—— | Secure Verifiable and Intelligible logging
— lSecure Information destruction

—— Development Maintenance and Repair

HNIKH AHMOKPATIA

ATAZOAAIZHE TOY

P Y TON ENIIKOINQNIQN
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? EAAHNIKH AHMOKPATIA
e APXH AIATOAAIZHI TOY

ETSI WI - DTR/LI-00044 ToC =

m Annex A : table that associates security measures with
— threats and
— system functionalities

m Annex B: secure logging policy in a LI/DR environment
m Annex C: Protection of retained and delivery data
m Annex D: A Guide for cryptographic algorithms
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TIKH AHMOKPATIA
APXH AIAZOAAIZHE TOY
IPPHTOY TQN ENIKOINQNIQN

LI architecture

Communication Service Provider side

I
I
I
HI1|1: intercépt order

: Administration [ }
I \¢
ke (O€ 1 function :
M A A |
: \ 4 I
3: CC; info CC Mediation || HIZ 5: CIC data
i function :
: Ii?l infp Y :; :
| IRI Mediation HI3 6: IRl data R
NIF i s function :
: : LEA
' LI engine '
INI HI

INI: Internal Network Interface CC: Content of Communication
HI: Handover Interface IRI : Intercepted Related Information
NIF: Network Internal Functions  LEA: Law Enforcement Agents
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TIKH AHMOKPATIA
APXH AIAZOAAIZHE TOY
IPPHTOY TQN ENIKOINQNIQN

DR architecture

Communication Service Provider side

H

JHandover Interface

A

>

4@ Administration

R | function
\eCt

2]store and retrieve
DR data
y
Data Store
Management
function

NIF

|
|
|
!
|
|
|
|
|
|
|
|
|
|
|
; RA
|

DR engine
INI HI

INI: Internal Network Interface NIF: Network Internal Functions
HI: Handover Interface RA: Requested Authority
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m Eva yeyovog Lawful Interception (L)

atroteAei dladikaoia piag eaonc
AQOPA TIGC MEAAOVTIKES EVEPYEIEC EVOG «OTOXOU» KABE Qpopd
TTapayovtal dedopéva LI oToug SIKTUAKOUCS Kal TTAnpo@opIakouS KOouBoug Tou
TTapOXOU Kal AauBavovTtal o€ TTPAYUATIKO XPOVo atrd auTd
n amméppnTtn 1 N TPog petadoon LI TTAnpogopia degv diarnpeirar kar dgv
arrolnkeusral TrouBsva oTo TTAPOXO TTAPA POVO OTIC APUOdIEC APXEC

« dlaTnpPoUVTal JOVAXQ TA ixVn EKTEAEONS Kal TTPOOOIOPIoMHOU TNG TTANPOYPOPIaG

m ‘Eva yeyovocg Data Retention (DR)

atroTeAEi OladIKaoia OUO PATEWV

QPOPA TIG TTAPEABOVTIKES EVEPYEIEC EVOG «OTOXOU» KABE popa

Ta dedouéva emmkovwviag (f 0edopéva DR) AaupBavovtal atmd 10 ouornua
arro@rjksuong TTou UTTAPXOUV N atrodnkeuuéva

Ta dedopéva DR OAwvV Twy XpnoTwv-TTeEAATWY drarnpouvral o€ ocuoTiuara
arro@rijkeuong atd OTToU €V OUVANEI AVOKTWVTAI.

« Agv dlatnpeital n TTAnpo@opia TTapakoAoUuBnong aAAd HOVO Ta ixvn EKTEAECNG KAl
TTPOCBIoPICHOU TN TTANPOPOPIag
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TIKH AHMOKPATIA
PXH AIAZOAAIZHE TOY
IPPHTOY TQN ENIKOINQNIQN

Llintercepted ™ 7 N [ S Apuodieg ApxEg
telecommunicationdata /~ /  \ | Administrative
rrftiiinniin i function HI-1
Network or A Issuing Authority
IT systems A
f with LII. B IRI/CC HI-2 Receiving
. . unctionalit inti .
LI session execution T | Mediation HI-3 |  Authority
data
2uornua Ll
I:og event Log
T LIIIIIIIIIIIIIIY lnee Collecj[ion administration
i function function
A
LI unintentionally v
Log st
(deleted but not management
destroyed) retained function
data ZuoTnua Karaypaeric
MNapoxog
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TIKH AHMOKPATIA
APXH AIAZOAAIZHE TOY
JPPHTOY TON EINIKOINQNION

DR retained
telecommunication data

DR session execution
data

_______________

DR-related log data

hhhhh

DR unintentionally
(deleted but not

destroyed) retained
data

rir-1 -f-----lo-- -

_________________

1 Ammooraon ektéAeon¢ DR session

I‘ ----------------------------- » |« ——————— h —_— s . -
| 1st phase ! 2nd phase !
1
Appodieg ApxEg
B | Data Administrative
collection function « HI-A, . .
Network or function Y Issuing Authority
IT systems v/
with DR > Receiving
furlc_tltzr]azl_lt_){___ 3 v v HI-B Authority
""""" i Data store
management
function
é.'dornpa DR
Log event \ Log
1T Collection administration
function function
A
Y
Log store
management
function
2uoTnua Karaypaenc

NMapoxog
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TIKH AHMOKPATIA
XH AIAZOAAIZHE TOY
JOPPHTOY TON EINIKOINQNION

Need to know

m [1a tnv spapuoyn EVvoS ATTOTEAECUATIKOU TTAQICIOU AoQAAsgIag o
lNapoxoc¢ mpémer va yvwpidei

— Tnv apxirekrovikn tn¢ LI/DR urrodounc

— Tnv QpxITEKTOVIKIN TOU ouaThuaro¢ Kkaraypang (log system)

— Tnv Aiora Twv mpPOC OI1a0QPAAIon aToIxXEiwV (TTAnpoopia, EPApUOYES, ouaTNUATA)
— Tic ameIAéC TToU UTTdp)oUV OTO OIKTUO

— avaAuon KArmolwv oevapiwy emmiBeong
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Threats

HNIKH AHMOKPATIA
XH AIAZOAAIZHE TOY
PPHTOY TON ENIKOINQNIQN

m ANiora amrsiAwv

(T1) armmokd@Auwn Twv oToIXEiwV TTAnpPoYopIag

(T2) TpoT1TOTTOINCN TWV OTOIXEIWV TTANPOPOpPIag

(T3) avapuodia mpooLacn oe dedouéva LI/DR

(T4) avapuodia mpooBaon o< LI/DR utrodoun rj oucthuara Kkaraypapng
(T5) e€arrarnon tn¢ urrodounc LI/DR ( n Twv urrnp&eoiwv)

(T6) mapavoun xpnon twv DR d6edouévwyv

(T7) arrorroinon eu@uvng

(T8) maparaon xprong o6cdouévwy DR

(T9) avaktnon twv aBéAnta diartnPoUuEVWY OEOOUEVWV.

(T10) Apvnon mrapoxn¢ tn¢ utrnpeoiag¢ (Denial of Service)
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¥ = EAAHNIKH AHMOKPATIA

H ATAZOAAIZHE TOY
'HTOY TON EIIIKOINQNION

Attack Scenarios

m Attack scenarios a1rd €EWTEPIKOUG | TOTTIKOUG XPNOTEG

— O KakO6BouAoGg XpPROTNG

* xpnoiyoTrolgi moTtotroinuévn TpéoPacry o€ LI/DR uttnpeaieg kai uttokAETTel LI/DR
oedopuéva

*  TIPETTEI VA TPOTTOTTIOINOEI Ta access admin log files and command log files

- 0 KaKoBoqug XPNoTnNG

£ykaBIoTd pia KOKOBoUANn epapuoyr JEoA OTOUG KOPBOUG TOU TTapOXouU 1 aAAoiwvovTag
TNV LI/DR pnxavn kai uttokAETTTEl LI/DR dedopéva

*  TIPETTEI VA TPOTTOTTOINOEI Ta OXETIKA log files yia installation policy kai va diaypawyel OAa
Ta OXETIKA alerts

— O Kak6BouUAOG XPROTNG
» ammooTéAAel TAaoTd DR requests (LEA side)

* pTTOpEi Vva oTeiAel vouiueg LI/DR atraviioeig kal akoAoUBwg va apvnBei auth Tn
QATTOOTOAN

— O Kak6fouAog XprRoTng

«  Mrropei va ekteAéoel forensic analysis o€ éva oUOTnPA ATTOBAKEUONG KAl VA aVOTTaPAYEl
TTAnpoopieg (partial histories) atmd Ta aBéAnTa diatnpouueva dedopuEva
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\HNIKH AHMOKPATIA
APXH AIAZOAAIZHE TOY
AT A~ ANOPPHTOY TON ENKOINONION

Security Measures

. Ao@aAsia TrpoowTrikoU (Personnel Security)
— Opioel poAoucg (roles)

* i.e. team leader, auditor, system user, system administrator, Log system
administrator

— Opioel Ta KaBAKOVTA TOUG
m AlOXEIPION TTEPICTATIKWY OACPAAEING
— T[1AGvo TTEPIOTATIKWY ACQAAEIQG

. Quoik ao@daAeia

— Kavoveg, cuoTiiuara Kal JETPA ao@AAEIag, yia TRV ATTOQUYI TNG KN
£€oUOaI000TNUEVNG PUOIKNC TTPOCRACNC
* [1.x. The dwpadTio LI/DR 1TpétTel va TTPO0TATEVUETAI HE PNXAVIOUOUG A0@QAAEING
(UTTAPEG, KAEIDAPIEG, O OAEC TIC TTOPTEG KAl OTA TTAPABupa)
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KH AHMOKPATIA
AIAZOAAIZHE TOY
OY TON ENTKOINQNION

Security Measures

m Ailaxeipion péocwyv (Media Handling)

— restrictions in handling and moving the media when that is required

* e.g. secure storages (that contain hard copies or electronic storage media)
will be opened only by the team leader and the Log administrator

m 'EAgyxog mrpoofaong (Access Control)
— Kpitipia moToTtroinong

» strong cryptographic authentication mechanisms yia T101TIKA 1)
ATTOMOKPUOPEVN TTPOCRACN

— Kpimpia e€ouaiodotnong va ouvdEovTtal e POAOUG Kal OUADEG XPNOTWV
— [evikéc apxéc TTpooaong

* [1.X. TTPOTEIVETAI OUYKEKPIMEVOS QPIOUOG E MEYIOTEC TTPOOTTABEIEC
TTpooBacng, Kataypagn Twv TTpooTradeiwy TTpoéoaong, K.T.A
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KH AHMOKPATIA

ATAZOAAIZHE TOY
'HTOY TON EIIIKOINQNION

Security Measures

m EpmioTeuTiKOTNTA — KpUuTrTOoypagnon
— [a 1a amoOnkeupéva LI/DR dedopéva
« Xpnon AES
— [a 1a yeTtadidoueva LI/DR dedopéva

o [0 TIC E0WTEPIKES DIETTAPEC, Ta dedOPEVA OouvioTaTAl VO OPONOAOYOUVTaAl QVEEQPTNTA
atro TNV UTTOAOITTN Kivhon

*  2TIG ECWTEPIKEG DIETTAPEG, Ta dEDOMEVA ouvioTaTAl VO TTpooTaTeUOVTAl YE strong
encryption. Xprjon Tou TLS protocol. (ETSI TS102 232)

m AkegpaiotTnta — Hashing
— [1a 10 AoyIOHIKO Kal TO UAIKO
* YTmroypdgovTtag ue xpron recognized electronic signature

— Ta ta amodnkeupéva LI/DR dedopéva

«  Xpnon hashing (SHA-1 or HMAC) yia LI/DR dedopéva Kal TEXVIKEC ao@aAoUg
KaTtaypa@ng yia Ta log data

— [a 1a yeTtadidoueva LI/DR dedopéva
« ETSITS 102 232 analysis a technique for LI data
* ETSI DTS/LI-00033 describes a method for DR data integrity protection
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IKH AHMOKPATIA
— APXH AIAZOAAIZHE TOY
AHOPPHTOY TON ENIKOINQNIQN

Security Measures

® Mn atmrotmroinon Tng euUvng TOU ATTOOTOALA

— Ta 10 LI, ouviotatal n xprion yneiakwyv utroypagwy (RSA or DSA)
— Ta 10 DR, ouviotartal application level security technique
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TIKH AHMOKPATIA
XH AIAZOAAIZHE TOY
-~ ATOPPHTOY TON EIIKOINQNION

Secure Logging

m Ao@alAng, EmiBefaiwoipng Kal KATAVONTAS TTOAITIKNG
Kataypapng SedouEvwy
— Amraiteital n evowpdatwon piag moAImik\g LOGGING 1Tou 6a KAAUTITEN TIG
TTAPAKATW ATTAITACEIG:
*  2UAN\oyn Twv Log Events,
* Anpioupyia Twv Log Files

« ETmmiteugn diadikaoiwv acpaloug atrobrkeuong Kai diathpnong Twv logs kai

« 2xediaon Kal aroTUTTWOoN TNS UTTOOOUNAG £VOC OIKTUOU KaTtaypapns (LOG dikTuo) Kal Twv
oXediwv UAOTTOINONAG TOU
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TIKH AHMOKPATIA
AIAZOAAIZHE TOY
OY TQN EIKOINQNION

Secure Logging

m List of functions that should be logged (4 categories):

— LI/DR session functions.

« commands involved in initiating, monitoring, terminating and operating LI/DR
sessions.

— Security functions.

» user access control functions, user authentication and authorization functions,
user account management functions, etc..

— System services and OS management functions
— Network management functions
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Aocopalnc Kartaypapn

m ATTQITROEIG :

— 2UVEXOMEVN KaTaypa®n,

— ATTAG kal dounuévo format yia 1a log files,

— Ao@aln apxeia karaypaenc kai aoealcic eyypapéc (confidentiality and
integrity)

— Aoco@aAnc AtroBnikeuaon (i.e.TpocdIopIouOG TNG DIAPKEIAS KAl TNG TTEPIOXNG
aTTo0nKeUONG),

— Xpnion atrodakpucpEvwy log servers
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\HNIKH AHMOKPATIA
H AIAZGAAIZHE TOY
OPPHTOY TON ENIKOINQNION

Aocopalnc Kartaypapn

MepaiTépw ATTAITACEIG:
—  KAe1idia Kputrtoypagnaon Kai UTToypa@ng TTPETTEl VA TTPOCTATEUOVTAI O€
a0 @AAAG Kal aTTooVWHEVOUC Signature Server

— Q1 dlaxelploTEC oTOUC Log servers Kal Toug Signature servers TTPETTEl va
gival O10@OPETIKOI.

— O T1apoxog TTPETTEI VA OPICElI TOUC ATTAITOUMEVOUG KAVOVEC UAOTTOINONG
KAl VO TTPOTEIVEI Jid GUYKEKPIYEVN APXITEKTOVIKI KATAYPAPNG

— O llapoxoc rpétrel va opioel OAa Ta oevapia UAOTTOINONG KUPIWG yia TNV
ouAAoyr) TnG TTAnpogopiac (log entries, critical log entries)
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Secure Destruction

\HNIKH AHMOKPATIA
H AIAZGAAIZHE TOY
OPPHTOY TON ENIKOINQNION

B ATTAITACEIG YIA TNV AC@OAAN KATAOTPOPN TNG TTANPOPOPIag

Overwrite the logically deleted (but not destroyed) records that remain in
the DB page.

B+Tree modifications should be overwritten.

Transaction log data. A strategy for expunction of these old log records
is to encrypt the log data and following removing the encryption keys

Overwrite the storage medium with new data by using specific overwrite
patterns.
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TIKH AHMOKPATIA

. APXH AIAZGAAIZHE TOY
An n e A A AS IOPPHTOY TON ENIKOINONION

The idea of Annex A is to create a “tick” list for helping the

Provider to control its security measures in every system.
m Hence, Annex A lists

— all security measures

associates security measures with threats and system functionalities
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TIKH AHMOKPATIA

APXH AIASOAAIZHE TOY
PPHTOY TON ENIKOINQNIQN

Annex B

= Building a Secure Logging procedure

— A Log Reference Model is proposed (a guide for helping Providers to
organize the collection of required Log information) :

m ﬁ@ W Lag fie

Fig. 1. An abstract representation of a Log Heference Model
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KH AHMOKPATIA
AIAZOAAIZHE TOY
Y TQN ENKOINQNION

Annex B (cont.)

m Attack scenario
— attack into encrypted log events.

m Solutions

— encrypted log files or log events is recommended to be additionally
signed with asymmetric keys.

m analysis can be found in papers

— V. Stathopoulos, P. Kotzanikolaou, E. Magkos, “Secure Log management
for privacy assurance in electronic communications”, accepted for
publication in Computers and Security, Elsevier journal, 2008.

— V. Stathopoulos, P. Kotzanikolaou, E. Magkos, “A Framework for Secure
and Verifiable Logging in Public Communication Networks”, J. Lopez
(ed.): CRITIS 2006, LNCS4347, pp. 273-284, 2006, Springer Verlag
Berlin Heidelberg, 2006
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IKH AHMOKPATIA
“APXH AIAZOAAIZHE TOY
[OPPHTOY TN ENIKOINQNIQN

Annex C

m Protection of Retained Data

— Basic requirements regarding storage of retained data
* must not be any leakage of information from the data repository
* must be secured that retained data remain authentic, ie non-reputable

* Information about investigated cases must be protected
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EAAHNIKH AHMOKPATIA
APXH AIAZOAAIZHE TOY
ATMOPPHTOY TQN ENIKOINQNION

Annex C

m  Overview of the proposed system

Index files :
Query:
_—_|_‘ Al Query

Encryption, . A

indexing | % - ) : =
Jecryption
|
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TIKH AHMOKPATIA

_ APXH AIASOAAIZHS TOY
a C : AR OPPHTOY TN ENKOINQNIQN

= implementation

— RD record will be encrypted and index values will be created
— On request

* request key values will pass through hashing by creating lookup values
— On arrival

 retrieved records will be decrypt by LEAs with his private key
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TIKH AHMOKPATIA
XH AIAZOAAIZHE TOY
PPHTOY TQN EIIKOINQNION

Annex D

m  Guide for selecting cryptographic algorithms and minimum
key sizes in LI/DR systems

— It guides you with the appropriate algorithm and keys for the
required level of security
— It contains
 information classification
» Guide for measure the cryptographic security strength called “bits of security”
» Cryptographic algorithms and key sizes
» Hash functions
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EAAHNIKH AHMOKPATIA
APXH AIAZOAAIZHE TOY
ATMOPPHTOY TQN ENIKOINQNION

EpwTtnosig
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